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NITUIUNITIZYLALNEIUNIAU (IA)

* N358UARY (Identification): AatunauwsnNszuUIRIE LYY (User ID/Username).

* N5NEUAINY (Authentication): AensEuduIEAvELlTIUADAIIS
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Jadunsingauaanu (Authentication)

Knowledge: s#ar1, Possession: LAY, OTP, Biometrics: anailaila,

. < =
Traits: 8189y, Ly,

-4 -4 Y] 0
PIN, Passphrase BEMELUIMEL) Tuwii, sinumn

a 3
JULUUNITWUN
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a v (Y Yy « 1
n1sLasuEas19AUUaANY LIALLY LN

* Multifactor Authentication (MFA): 1519 2 Yadedulusiuiu (19u SPaNIU + ane9iile) 9y
GzhaammmL?ﬂmmﬂmﬁgﬂﬂmmﬁaﬁhﬂé’mm.

® ANINUBITNAHIL: SHANAAITHANETT (Mgl 10 Mdnwstuly), Taududau (Wausia
LaranvsEilAY), wazkinslddoyadiudinade.

° v Q/ 1 = a v U = 1 = A 1
UaA25539 luaNsa v nandeensly PIN 4 ndniileeg1anenszideswanisgniatsiuy
Brute-force AI5MUISHANIY Alphanumeric w3alulaiumsnguny
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b2
%4

TWanSw1aavinn "3du" fansldau A9A1 Inactive screen lock Liala9nNu

WU LWaINAANLEEY n1sinnalialilaegvtinge
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HUBUNNYVDITZUUAZYDNALIS

AUAUNNEVDITTUULALTRNAKIS (System and Software Hygiene) Aan155nwian i Inaauddviatilasnsie
ALEND
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AURUNLVDITZUULALYDNALISF

* NMsduwmngsaiane: RsA1dUwndnluliessuuUfdnnig (OS) uazuaUndaty LieUs
Faalminglauadnldeu

* AslgraNAuISUINUTaLIS: AAFILOUALISANUSTUVALNULUU Real-time [WaanIusalIsnse
aUN8U5N9UALLSUVNNUIULAT DY

* nsaniuinIslaud (Hardening): ToaumensuisnlusnduwazUausnis (Services) Nlailataany
[oantaaniafikaninasazliungn
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* AsidanldeUnatatuiivasnsie: lda15vn Jailbreak (i0S) %58 Root (Android) L1A589 LAz
aMulranaUnLrasiuITane (Official Stores) WY LBLA89LaUNT LU ISHaDURT e

* N13RTIEBUANNRNUNG: NiuaLNUSTUURUUABER (Full Scan) Wussee LAZHILNANGANTT
fRnUnfvenn3as Wy wSeshaudiasegaiulddavseintidisdousuulans
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v oy a % . . . < 1 o o A v Y & o ] a
N1IATENIN3IT09AAINTIURIAY (Social Engineering) Wuauddyantunistesiudeya wmsewaninesiingadilud
'ay" Fadugaiigeunenan lneldiningsesninudels anuled wseaundiuvasnas
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U

® NIIPADNAWHIUTBAIIN: Y19 Phishing (BLua), Smishing (SMS) uag Vishing (Insdnyl) &gin
Uaoudlusuimsvseyrnaiunaiaioliiovosianumnsatayaduen

(%

* Baiting: NM51ABNARMEAIVBY LU 115309 USB visedevunindeyaniniiawisinaliluiiaisisae
Welivtanululdnuiunismaniiinesvamu

* NSUBUAATAENATEY: WU Shoulder Surfing (NMskauNBt U lnAYENAisEVSD PIN) %50

I's Y
a\

Tailgating (NMswausAUmUVaRdanTU U luiuAnIwvw)

® Pretexting: NM3@39@RUNTAlaNNANgaNas L ionaenlivigamedoyaduaanid
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N13A5EMIN3I3093AINTTUFIAN: F5UaeNUA7

* Ipuasdeagiaue: avdutanuigueniulinung selggunananulvisvinnusiuib,

* agrndnviseUalaglingiaaeu: nandeenisadndaiviseldalnauuuaninuvaadlaisinusell
wla.

* livanteyadu: Wuansianiu PIN wsedeyadusmlnlasnsruniinsdnivsetemiauway
AU,

* yhaneenansanAgy: veyaludagzenagnilugle (Dumpster Diving) 3sAisvinanaienansindl
UoYAFINUARANIENTLRENDUIN
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n1sunUasdayauaznisiausia

m%ﬂnﬂm%’aga (Data Protection)

* nsdsesdona (Backup): AITANT0TRLAFAYOENENELD YIIUUTEUUAANINYEEUNTAIAY

v 3

Jayanieusn (Hard drive/USB) iielasiudayaggymeaindawisisenalavsagunsaiia.

Y Y

)

* MswsTEveya (Encryption): Waldaunisiinsiatayaluasea (Disk Encryption) wiieln

= % 6

Jayalilarunsagnaulavinliiinauanensvia. aunsalnuadelvidninsidnsdawuy AES un
Tlusgemisialyaull.

-0

12
U

* nMsaudeyaszezlng (Remote Wipe): Aarnlvigunsalanunsadiaudeyaniavualaainssezlna
lunsainmIesgnaluensogymiey
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n1sLvaNnaiivasnne (Secure Connectivity)

* Wi-Fi: ndnideensld Wi-Fi ansisaslaglidndu uazaslduinsgiunnulasnds WPA2 130
WPA3 unuil WEP gaanadizuazgnianzladne. uenainilaisiaeude SSID Wilwszytaaiinves
w3oosAnse Wlndutnine.

* Bluetooth: Un Bluetooth nnasailalildeu uazdarlvus "lilviauny" (Non-discoverable)
Wolaaiudlinlsduauleusensodulawisiiunis Pairing.

® VPN (Virtual Private Network): 19 VPN titea$1e "glaed" Nfin1siinsiiaveyaiilanadiause
NULATEYIENIUNYR0D TI85NYIANUTULALAIUYNABIVBIUBYaYME TUAS
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N159AN159UNTAINANANIZNN (Specialized Mobile Device Management) fimudnfgyoesdiaiiinsaingunsal
wianliindnisdnnudayadiusuasdoyansAnsuzUuniu
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N159AN15UNTAINANUINIEN

A15 LYSEUVUSHI5INNT5EUNa1e (MDM/UEM)

paAnsuarHlv1uAITIELATREe Mobile Device Management (MDM) %38 Unified Endpoint
Management (UEM) wamiuauulauisaudasndeainssesina degelunns:

* fvunuleune (Policy Management): Uaduldnisasriaudasndemuilouiulunnaunsal

* nMsawztlpuuazdniuags: fanuseteguniaiiazidvetielesiugunsainlilasuougis
UNDITEUY

14

* N133ANTFONAWIS: AIUANNISHRARY §Uian MIaudanwaundnduindusunsie
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N159AN15UNTAINANUINIEN

n1sugngduvaya (Containerization)

adalldiiowtiwsntayadiuiieanantoyadny oe10hnu1n Jagelvilie IT aunsaniuay
vispaudoyavasuseminlaglinsenusevoyadiusiivomingy

N135A3UANAINTEEslna (Remote Operations)

o =

* msauteyasyezlng (Remote Wipe): Wuulsunefidrfgiian Insdewsanligunsaianansads

awauamwmmmaaﬂauLawwmauaaqmﬂwuwLmamd NGRVUBV RIS

U

* nsdenszezlna (Remote Lock): dsdeniasasviuititetesiunsdfsteyalaluilisuaygn
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* 9173 Jailbreak %30 Root msmmvwﬂammaﬁ 0S gvilunalanisueniey (Application
solation) Wad wazkinANEIINTAwITaE1auMNAT

* MswsTEveYa (Encryption): TaAuldnsiinsianasiaIasia SD Card (WU AES 256-bit) @4
1nAD9lYIINAUNITAITRANIUNTD PIN

* A1ULNANAINLIAEININITILU: TR LARARILUINN Official Stores WNNY 1WDaAAINULEES
INATAAAILD USRS (Sideloading)
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1. S9NLATIPRUNIADTAIUYAABUBINULDS 6. N15WKUlUNSARGWTRnannaulUSLASY
ARUAIADS sauDIN1saulngd vsan1sluiau

2. myInn1sasadeulyuesensaan (O it
Aulnasg 9 Tumsuiimos

3. N159AL591SAanNae19d@liL@ue (Disk

. 7. nstasiulisaraunimes tawls wazaune
Defragmentation)

b
q. msa'mu,wuu,azmﬁmﬂﬁiumﬁtﬁwaga

s2alndatnadussuu 8. NISSNWIRDUNILADS LELDIN 58 b1

s . 915U UUTENULAG ¢ AUuARNNILADS
5. msdsestayalingunsald1ses (Backup

Data) 9. ASLETHAUDINUNISLULATDIABUNILADS

9819UYRAN

10. M5 Un-UnLA3098E199NT0

(auysal gudly, 2555)
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